Unexampled Events, Resilience, and PRA
"Why isn't it loaded? Are you afraid of shooting yourself?”
"Of course not. These weapons don't go off accidentally. You have to do five things in a row
before they'll fire, and an accident can seldom count higher than three ... which is a mystery
of probability that my intuition tells me is rooted at the very base of physics.
No, it's never loaded because I am a pacifist.”
-- Field Marshall Strassnitzky of the First Hussars of the Belvedere during WW I

The Ghost of Risks Future

Well-Tested Systems (WTS)
In the design and operations of a WTS there is a
very high degree of reliability of equipment,
workers and managers are vigilant in their testing,
observations, procedures, training, and operations,
with well trained staff, enlightened management,
and good operating procedures in place.

Unexampled Events
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Resilience

And PRA

When hitherto seemingly disparate
events are juxtaposed in new and
unique ways, startling consequences
can result.
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Is it safe?

1. In well-tested systems, rarely executed
code has a higher failure rate than
frequently executed code;
2. consequences of rare event failures in
well-tested systems
more severe than
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is a prominent cause of failure in welltested systems.
Hecht: “Rare Events – an Important Cause of Failures” [1993]

The white area represents the unwanted events that the facility wants to entirely eliminate.
By exceptional planning, maintenance, reliability of equipment, human factors, training, and
organizational development skills, the facility is successful. The known and the easy problems
are vanquished.
What is left are the events in the magenta area, the accepted risks, the unexampled,
rare events. So if there is a failure, chances are the failure is an unexampled event.

Note:
1. Resilience is a reaction, not an action, of an
object;
2. Resilience must be measured by experience;
3. To measure resilience, we must know the
essential properties of the material;

… so what the hell is resilience?

In a WTS
…extraordinary activities eliminate unwanted events;
good work rules and work habits are codified into
procedures. Surveillance and technical oversight is
in place.
Successful reactions to known accidents are put in
place as standard operating procedures.
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I have never been here before.
I have no idea where I am.
I have no idea which path to follow.
I have no idea who can help.

Until something unexpected
happens, and the world
changes …

As the world of standard operating
procedures and structure is lost,
anxiety increases and it becomes harder
to make sense of what is happening. At
Storm King Mountain, this culminated in
firefighters who were unable to make
any sense whatsoever of the one thing
that would have saved their lives: drop
the tools and run.

So here we find the meaning of
resilience: When the world falls apart,
and there seems to be no sense to the
situation, resilience is the art of
rebuilding some sense of what is
happening and putting the pieces back
together into a world.
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The Art of Resilience
1.
2.
3.
4.
5.
6.
7.
8.

Having Experience
Questioning Experience
Intuition
Improvisation and Bricolage
Speaking and Listening
Examining Preconceptions
Ignorance + Knowledge = Wisdom
Taking Advantage of Fortuitous Events

A Side Note:
Resilience as Adaptation

“natural selection is the claim that organisms enjoying differential
reproductive success will be, on the average, those variants who are
fortuitously better adapted to changing local environments, and that
those variants will then pass their favored traits to offspring by
inheritance”
Steven J. Gould: The Structure of Evolutionary Theory [2002]
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Quantification, or measuring, the risk/safety of a situation is not
the goal of a PRA. Nor is it necessary to “quantify” with numbers
(one could use colors). The act of trying to measure the risk involved
is the source of knowledge. The acts of trying to assign values, combining
them, questioning their verisimilitude, building the model are the great
treasure of PRA: the key to the treasure is the treasure itself.
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practices.

The focus of WTS PRAs is almost entirely on known system
disturbances as initiating events, and static, sequential views of
accident emergence and progression.
The result is that the attention of the risk analysts is not on
unexampled
events.
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on the tail of the distributions where unexampled events reside.
There will be little experience in the organization for imagining
As a result, procedures, training, regulations, and methods
scenarios that change critical assumptions, have slightly different
of operation are put in place to guard and watch out for
symptoms, or include multiple failures.

the known disturbances.

Moreover, the standard operational culture is focused on the
procedures and rules for dealing with known disturbances and
standard ways of solving problems. And rightly so, since without this
focus on the checklists, procedures, and protocol controllable
situations can easily escalate out of control, and the daily safety of
the facility impacted.

Resilience engineers are therefore needed to help the
organization move from normal operational circumstances to
emergency situations when needed.
To restate a central theme in this presentation, in WTS, given
that there is an accident, chances are the level of consequence is
high and that the causes have not been modeled in the PRA.
Resilience engineers, to be prepared for the unexampled event,
must play with the model, question assumptions, run scenarios,
and understand the uncertainty.
When there are initial indications or symptoms that a system
may be going astray, resilience engineering moves the analysis
away from the probable and into the possible.

Aircraft carriers, for example, have a bureaucratic hierarchical
structure for normal functioning during slack times, a different
structure built around expertise for "high tempo" periods of
extended flight operations, and a third structure explicitly
designed for emergencies.
LaPorte and Consolini (1991) describe a high tempo structure
on carriers this way: "Contingencies may arise that threaten
potential failures and increase the risk of harm and loss of
operational capacity. In the face of such surprises, there is a need
for rapid adjustment that can only rarely be directed from
hierarchical levels that are removed from the arena of
operational problems. As would be expected, superiors have
difficulty in comprehending enough about the technical or
operational situation to intervene in a timely, confident way. In
such times, organizational norms dictate noninterference with
operators, who are expected to use considerable discretion.”

A Caveat: Resilience Engineers
are different.

The Art of Resilience
1.
2.
3.
4.
5.
6.
7.
8.

Experience
Question Experience
Intuition
Improvisation
Communication
Examine Preconceptions
Think Outside of the Box
Take Advantage of Fortuitous Events

Individuals or groups that showed the traits enumerated above,
are much different than individuals or groups whose work entails
following strict protocols, procedures, and rules. In critical
situations there may be clashes of these two different cultures.
Resilience in an individual seems to meet with no internal resistance,
however in a group, those who follow a rule, and those who improvise
a tune, can often find themselves at odds.

The Standard Four Color Risk Matrix

Risk Matrix for SoP

Risk Matrix for Resilience Engineers

The Beauty of Resilience

