
Baby you can’t drive my car

Self driving cars:  While the notion has been around in science fiction for at
least 60 years, Google wants to bring it into reality. They have a small fleet of
driverless test cars on the road in Silicon Valley which convey Google
employees on their commutes.  The cars are easily identified by a spinning
turret mounted on the roof which houses the lidar system creating a 360° map
of the cars surroundings. Google itself reports that collectively the cars have
driven more than 500,000 miles without crashing.

Proponents of self driving cars point out that there are 32,000 car deaths per
year in the USA, or one every 15 minutes – almost 3 times the rate of victims
from guns.  Perhaps computer controlled cars, with faster reaction times and
consistent algorithmic decisions, could substantially lower the accident rate,
use less fuel, and move larger populations quicker.

But perhaps not.  Hardware/software systems are extremely complex; there
will always be software bugs, hardware failures, incorrect navigation maps,
improper maintenance, and novel situations that no algorithm can solve.

The modern cars have as many lines of computer code as an Airbus 360
(minus the in-flight entertainment system) running everything from windshield
wipers, to acceleration, to braking systems.

There is compelling evidence from a trial in Oklahoma in October, 2013, that
the digital systems in  the Toyota Corolla cannot be ruled out as a cause of
unintended acceleration.

In 2010, researchers from University of Washington and UC San Diego, using
their own software (aptly named CarShark), published lab and road test
results showing that hackers can easily get into a car’s Electronic Control
Units (ECU), thus being able to control them, providing the first experimental
study of the real security risks with modern cars.

In the Oklahoma trial, Toyota was found guilty of an unintended acceleration
(UA) death based on testimony from software experts who had earlier been
provided access to Toyota’s software code used to control the electronic
throttle.  The lead expert, Michael Barr, testified and delivered an 800-page
report that said the source code was defective and contained bugs that
caused UA.

Barr testified that he has been able to demonstrate that the driver can lose
control of the engine speed due to a software malfunction that is not reliably
detected by any fail-safe backup system.

He went on to describe how proper practices in developing software built to
control potentially life-threatening devices needs to have redundancies built in.
His investigation found that none of this had been done.  Moreover, he found
that general standard software practices were also not followed.



Each hardware supplier writes their own software to drive the devices for
which they are contracted to produce (braking system, engine throttle control,
etc.).  This causes complex coupling between software modules, increasing
the likelihood of errors.  Moreover, Toyota did not possess the software code
for some of the software.

Toyota reached a confidential settlement with the victims to avoid punitive
damages.

The researchers showed that it is possible to hack almost any ECU and
compromise safety-critical systems. In the lab and in road tests, they were
able to control automotive functions and stop driver recovery actions.

For the road tests, they put a laptop in the car, connected it to the car’s
computer system via a standard interface usually used for aftermarket add-ins
such as entertainment systems, and controlled the computer with WiFi.

With the car traveling at speeds of up to 65 KPH, the researchers could honk
the horn, kill the engine, prevent the car from restarting, blast-out the heat. or
prevent the driver from braking.  They could create a mass attack which could
combine the individual attacks sequentially or simultaneously. Worst of all,
they could place a virus in the car’s black box which would completely erase
any evidence of the attacks after a crash.

What are the takeaways here?

The brilliant work by the UW and UCSD researchers should put Google and
Silicon Valley, always full of drum und strang, on notice: There are indeed
risks that must be considered above the hype.  Re-booting a computerized
car at 65 KPH is not a viable option.  A Google car in Asia is a real test.

Toyota’s confidential settlement shows that it should be a principle of civil law
that, when a technological failure inflicts damage, the vendor and independent
parties must place all of the diagnostic information they find into the public
domain.. This would unquestionably assist us in learning from mistakes and
lowering the future risks to society.


